Abstract-Due to the broadcast nature, wireless transmissions can be overheard by any receiver within the transmission range. A physical layer approach for secure wireless cooperative communications is proposed in this paper. Considering the asynchronous nature of cooperative communications, this paper proposes an eavesdropping-resistant space-time network coding (STNC) scheme for cooperative communications to prevent eavesdropping and overcome the problem of imperfect synchronization. In the proposed scheme, training symbols are transmitted by the destination D instead of the user nodes. Therefore, based on the assumption of channel reciprocity, each user node can obtain the channel state information (CSI) between itself and D, which is unavailable to the eavesdropper E. Weighting coefficient is designed by exploiting such CSI at each user node to prevent E from interception and ensure successful decoding at D. Based on the pairwise error probability (PEP) analysis, STNC is designed to achieve full diversity at D and improve the transmission efficiency of the asynchronous cooperative system. Simulation results are presented to verify the performance of the proposed eavesdropping-resistant STNC scheme.
I. INTRODUCTION
Security is an important issue in wireless networks due to the open wireless medium. Security against eavesdroppers can be achieved by using cryptographic algorithms. However, there are difficulties and vulnerabilities associated with key distribution and management [1] . Physical (PHY) layer security, which exploits the physical characteristics of wireless channel to transmit securely, has attracted much attention [2] .
User cooperation is an effective scheme to introduce spatial diversity in wireless networks without the cost of co-located multiple antennas. This paper focuses on the physical layer security issue in wireless cooperative communication systems with a passive eavesdropper. In [3] and [4] , cooperative protocols based on amplify-and-forward (AF) and decode-andforward (DF) are proposed for PHY layer wireless security. Optimal weights are designed in [3] and [4] to maximize secrecy capacity or minimize transmit power. The transmissions from all the nodes are assumed to be synchronized and global channel state information (CSI) is required for the design of weights. However, the eavesdropper's CSI is unavailable for systems with passive eavesdroppers. Besides, since the nodes in cooperative networks are geographically separated, it is challenging for the receiver to receive all relaying signals simultaneously due to different propagation time, processing time, and timing estimation errors. Different from [3] and [4] , which are more from the perspective of information theory, [5] has proposed a distributed differentially encoded OFDM transmission scheme with deliberate signal randomization to achieve low probability of interception (LPI) as well as the available diversities in asynchronous cooperative systems. LPI is one of the practical and important objectives of physical-layer security design. However, the differential encoding adopted in [5] reduces the transmission rate of the proposed scheme. Based on the previous studies, we propose a PHY layer secure transmission scheme with LPI and full diversity for asynchronous cooperative communication systems without sacrificing the transmission efficiency.
To overcome the imperfect synchronization problems, we use the idea of space-time network coding (STNC) in [6] . In this paper, an eavesdropping-resistant STNC scheme is proposed for the cooperative network without the knowledge of eavesdropper's CSI. Different from the STNC in [6] , which uses FDMA or CDMA to separate different users' signals and thus requires more bandwidth, the proposed scheme uses the same frequency band for the whole network. Assume that E knows all the transmission protocols. To prevent eavesdropping, high bit error rate (BER) must be introduced at E. D transmits the training symbols so that each user node can get its own CSI from D, named local CSI. Based on the assumption of channel reciprocity, the local CSI is used by each user node to design its eavesdropping-resistant weighting coefficient to randomize the received signals at E without influencing the decoding at D. We analyze the PEP performance of the eavesdropping-resistant STNC scheme at D and derive the design criteria of the complex network coding vector, which guarantee full diversity at D. Simulation is provided to validate the performance of the proposed scheme. It can be seen from the simulation that, by the eavesdroppingresistant STNC scheme, full diversity can be achieved at D while high bit error rate is generated at E.
II. SYSTEM MODEL AND TRANSMISSION PROTOCOL A. System Model
Consider a wireless multinode cooperative communication network consisting of N user nodes, a destination node D and a passive eavesdropper E. We assume the user nodes are located within the same cluster, and D is faraway from the cluster. Assume that E is also at a faraway location outside the cluster, which is unknown to the user nodes. Each node is equipped with single antenna except E. Here E has K antennas (K ≥ 2) for better received signal quality. As in [6] , TDMA is used in the network. Channel reciprocity is assumed. The channels between any two nodes in the system are modeled as narrow-band Rayleigh fading with additive white Gaussian noise (AWGN). Let h n denote the channel gain from the nth user U n to D, and g nk denote the channel gain from U n to the kth antenna of E, where n ∈ [1, N] and k ∈ [1, K] . They are modeled as independent zero-mean, complex Gaussian random variables with variances E|h n | 2 = σ 2 h and E|g nk | 2 = σ 2 g , respectively. The AWGN is assumed to be zero-mean and the variance is σ 2 .
B. Transmission Protocol
In the beginning of each channel coherence time, D will transmit training symbols to initialize the transmission. Each user node can estimate its CSI from D based on the training symbols. Specifically, each transmission comprises two phases, the broadcasting phase (Phase I) and the encoding/relaying phase (Phase II). Assume that frame synchronization has been established for the TDMA transmissions. 
T with i ∈ [1, N s ]. The information symbol s n (i) comes from a normalized M-QAM (or M-PSK) constellation A, i.e., average symbol energy of A is normalized to be 1.
In Phase I, the transmit power is chosen so that the signal can be decoded successfully by other nodes in the cluster Compared to the distance from D to the cluster, the user nodes in the cluster are close to each other. Only a small amount of power is required in Phase I, and neither D nor E can receive the transmitted signals. In this paper, we consider the secure transmission of Phase II. In Phase II, the nodes in the cluster linearly combine the decoded symbols as x(i) = θs(i), where
is the complex network coding vector with θθ H = 1. Assume that both D and E know the network coding coefficients. Since E can overhear the signals transmitted to D, each user node multiplies the ith transmit symbol x(i) with a weighting coefficient to randomize the received signal at E and prevent it from interception. Therefore, the ith signal of the new packet transmitted by U n is x n (i) = w n,i x(i).
The ith received signal at D from U n is
where P t is the average transmit power constraint, and z n,i is the AWGN. The received signal from U n at the kth antenna of E can be written as
where v n,k,i is the AWGN. Since D transmits the training symbols in the beginning, each user node can obtain the corresponding channel from itself to D due to channel reciprocity, while these training symbols contribute nothing to E. The user nodes can not transmit training symbols because E can use the training symbols to estimate the channel and decode the information symbols. However, when channels change slowly, E can use blind channel estimation to detect the information. Therefore, we want to design a physical-layer transmission scheme for cooperative communications with LPI so that D can decode the symbols with full diversity, while E can not decode the symbols even when E can use blind channel estimation.
III. DESIGN OF EAVESDROPPING-RESISTANT SPACE-TIME NETWORK CODES
In this section, an eavesdropping-resistant STNC scheme is designed to prevent E from interception and to make the user nodes communicate to D effectively and asynchronously.
After Phase I, each user node has the transmit packets. The ith signals received from U n at D and E are given by (1) and (2), respectively. After summing up the received copies from all the users, the received signals at D and E are
respectively, where the equivalent noises are
and the equivalent channels are
During the channel coherent time, we want h to be a deterministic constant while the equivalent channel at E changes randomly for every cooperative transmission.
A. Anti-Eavesdropping Design
To prevent eavesdropping, the signal received at E is randomized by weighting coefficients for each transmission. The idea of randomization is motivated by [7] , which exploited the redundancy of transmit antenna arrays for deliberate signal randomization to randomize E's signal and secure the MIMO transmission. Different from [7] , the user nodes in cooperative communications do not have multiple antennas, and they are geographically separated. Assume that the user nodes and D share no additional information beforehand and know nothing about E. In this subsection, weighting coefficients are designed based on local CSI and transmit information. These weights make h a constant while g i changes randomly for different i.
Assume that U n , ∀n ∈ [1, N] knows the number of nodes in the cluster and its index n. Denote the information bits in
. Then the information bits at the user nodes after Phase I can be written
Based on these information bits, a variable can be generated
, where u n , n = 1, 2, . . . , N, are the N th roots of unity satisfying |u n | = 1. β x and β t will be chosen later to satisfy the average power constraint.
Because 
respectively. The equivalent channel h is constant during the channel coherent time, and D can easily estimate
|yi| L|x| from the received signals, where L is the number of received signals used for estimation, and |x| 2 represents the average signal power of the transmit symbol x(i), which can be estimated as long as the signal constellation is given. Thus, the detection for s(i) at D iŝ
where
hn u n . Thus the received signal at E can be written as
Since h n and g n,k are independent for any n ∈ [1, N] and k ∈ [1, K], g r,i = 0 and g r,i changes independently for different i because of t i . Due to the independent changes in g r,i for each cooperative transmission, it is hard for E to get an accurate channel estimation of g i even if the channels h n and g n,k for all n ∈ [1, N], k ∈ [1, K] change slowly. Considering the best case for E that E can blindly estimate g c,i without error when all the channels change slowly, the decoding at E is still influenced by the random interference caused by g r,i x(i). β x and β t can be adjusted to induce high BER at E. Increasing β t can increase the transmit power for randomness but decrease the power for information. Therefore, there is a tradeoff between performance and security.
B. Design Criteria of STNC
In this subsection, we design a set of complex network coding coefficients optimized for conventional signal constellations. The design criteria are derived based on PEP analysis at D. From the received signal y i in (3), we can derive the probability of transmitting s and deciding in favor of another
T at D. Conditioned on the channel state h, the Chernoff bound [8] of PEP is given by Because
|h n | 2 , the Chernoff bound can be written as
Since the channels are independent and h n ∼ CN (0, σ 2 h ), h Rn and h In are independent zero-mean real Gaussian random variables with variance
, and the probability den-
Averaging with respect to χ, the PEP is bounded by
where the equation is derived according to ([9, pp.377, 3.351]). When SNR is high, 1 in (7) is neglectable. If | N n=1 θ n (s n − c n )| = 0, the PEP bound becomes
which means full diversity gain N can be achieved by D if the following maximum diversity condition holds true for any distinct pair {s, c},
Diversity is an important criterion since it determines the slope of the performance curve.
From (8), we can see that, given β x , N , signal constellation and channel condition, the PEP depends on the design of the network coding coefficients. To get a better performance, the minimum value of | N n=1 θ n (s n − c n )| over all distinct pairs of {s, c} should be as large as possible. So we can get the product criterion as follows,
Besides, from the detection in (5), D should be able to differentiate different symbols from different user nodes based on the received signals. Assume that θ n = 1 √ N e jφn , and φ 1 < φ 2 < · · · < φ N . Multiplying U n 's symbol by θ n is equivalent to rotating the constellation at U n by φ n . To differentiate the symbols of U n from that of U m , U n 's rotated constellation should be different from U m 's, and the more Fig. 1 (a) and U 2 with high probability, which results in the failure of detection. In fact, we want the difference between any two rotated constellations for two distinct user nodes to be large so that different users' symbols will not be confusing to D. Therefore, as show in Fig. 1 (b) , we assume that the rotation angles are of equal distance for simplicity. The problem is to find an optimal distance to satisfy the product criterion. Denote the equal distance as
The optimal theoretic solution for (11) of any N and any constellation is untractable. However, because there's only one parameter to be optimized, it is easy to find the optimal angle φ by exhaustive computer search. Define the coding gain as
and the step-length in computer search as . The number of steps for searching is N s = 2π/ . Table 1 lists the optimal angles, coding gains and search complexities for different N and constellations. It can be seen from Table 1 that when the number of user nodes is fixed, coding gain decreases as constellation size increases. When a constellation is given, more cooperative users result in larger diversity gain but smaller coding gain.
C. Power Allocation
In this subsection, we will choose β x and β t to satisfy the average power constraint. The signal transmitted from U n in the ith transmission can be denoted as
The average transmit power
hn | 2 , which should not exceed the average power constraint P t . Thus E| Fig. 2 . BER performance for the eavesdropping-resistant STNC scheme and the scheme in [5] with N = 2
we can approximate the power constraint by setting E β x + βt |hn|
, and E(
) and the approximation is obtained by using Laguerre integral formula [10, pp.923 ], the power constraint becomes
Subject to the average power constraint, β x and β t can be chosen according to (16). Different choice of {β x , β t } represents the tradeoff between the performance of the cooperative system and transmission security.
IV. SIMULATION RESULTS In this section, we show some simulation results of the proposed scheme for asynchronous cooperative communications by comparing the BER performances of D and E. In the simulations, clusters of 2 and 3 user nodes are adopted. Without loss of generality, we set φ 1 = 0. Thus θ 1 for U 1 is The number of antennas for E is K = 2. Unless specified otherwise, β x = 0.9 is used throughout, and E uses the same channel estimation based on the received signal energy as D.
In Fig. 2 , we compare the proposed scheme with the differentially encoded OFDM scheme with LPI in [5] . N = 2 is adopted. The cyclic group codes G 2,4 = (2, 4, [1, 1] ) and G 2,16 = (2, 16, [1, 7] ) are used in [5] 's scheme with the corresponding rates of 0.24 bits/channel use (cu) and 0.48 bits/cu. BPSK is used in our proposed scheme, and the transmission rate is 0.5 bits/cu. It can be seen from Fig. 2 that, the BER of E is always around 0.5 for both schemes, which means E can not do better than guessing. However, the BER performance of the scheme in [5] is worse than that of the eavesdropping-resistant STNC scheme, even when the rate of [5] is a half of the proposed scheme. From the curves, we verify that the full diversity order, which is equal to the number of user nodes N , is achieved by the proposed eavesdroppingresistant STNC scheme. The BER performances with different modulations for N = 2 and 3 are compared in Fig. 3 . From the curves we can see that full diversity is always achieved when SNR is high enough. It can be seen from Fig. 3 that, for a fixed N , higher modulation results in worse BER performance due to smaller coding gain, and for a fixed constellation, more cooperative nodes can get higher diversity but lower coding gain. When SNR is sufficiently high, diversity gain dominates the performance and cooperative communications with more user nodes can have better performance. When moderate or low SNR region is considered for a dense cluster of user nodes, for better BER performance, the nodes can be divided into groups and each group uses an eavesdropping-resistant STNC of small size. We can also observe from Fig. 3 that the BER at E is always around 0.5 for different N and modulations. Fig. 4 shows the BER performances of different power ratios for N = 3 user nodes with 4QAM modulation. From the figure we can see that, when E does not know the CSI and estimates the CSI using the same method as D, the BER for E is around 0.5, which means E can not decode the transmit information even most of the power is used for signal transmission. The BER performance when E can blindly estimate g ci without estimation error is also given in Fig. 4 as a lower bound of E's BER performance, which is the worst case for the cooperative system. The decoding of the transmit information at E is affected by the random interference. When β x = 0.9, the interference power is quite low, and the BER at E is around 0.1. Higher BER at E can be generated by increasing β t . It can be seen from Fig. 4 that the BER at E is above 0.3 when β x decreases to 0.7. Due to the decrease of β x , the transmission power for information signals reduces, resulting in performance degradation at D. The choice of {β x , β t } is a tradeoff between performance and security in terms of LPI.
V. CONCLUSION In this paper, we propose an eavesdropping-resistant spacetime network coding scheme for asynchronous multinode cooperative systems to prevent eavesdropping and achieve full diversity without sacrificing transmission efficiency. The eavesdropping-resistant STNC, which is designed based on local information at the separated user nodes, can guarantee full diversity at D and high BER at E. The PEP performance of eavesdropping-resistant STNC is analyzed, and the design criteria are derived. Simulation results validate our analysis. Compared with the differentially encoded OFDM scheme proposed in [5] , the proposed eavesdropping-resistant STNC scheme can achieve better performance and higher transmission rate.
